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Abstract 
  

Cyber-physical system (CPS) is a combination of cyber (computation and communication) 
and physical components which are interconnected with feedback loops. With the 
advancement of new technologies, the interconnectivity and complexity of the networks 
are increasing exponentially. Smart innovations such as the internet of things (IoT), smart 
cars, smart buildings added more functionality, flexibility, and convenience to our lifestyle. 
On the other hand, we are trapped into security threats and challenges. There are many 
areas that might face security vulnerability due to the rapid expansion of connectivity 
without considering proper security solution. In this work, we demonstrated the 
vulnerability in the systems due to security threats in CPS and their probable solutions are 
proposed. 
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1. Introduction 
  
With the advancement of modern technologies and innovations [1-5], we are blessed with 
flexibility, convenience, and freedom. It makes our lives easier and convenient. For 
example, we don’t have to go shopping mall to shop [6], we don’t have to go to ticket 
counters to buy tickets [7], we can do online reservation without going to a restaurant [8]. 
We don’t have to drive our self-driving [9] car while traveling, we don’t have to be at a 
business location [10] to do business, we don’t have to be at the location to monitor any 
power plant [11] and so on. We can’t do any of those without a connected network. It is 
like a blessing to us if we can use our technologies by authorized personnel. On the other 
hand, it will be a nightmare if these services are driven by unauthorized personnel. Not 
only we lost all of our flexibility and convenience, but also, we are trapped by unlimited 
uncertainty. Without proper security, our services can be hacked by bad people and our life 
will be in their hand. More specifically, in the cyber-physical system [12-16], our physical 
components like cars, business location, power plants, medical equipment can be 
controlled by people who are not authorized to use those. That’s one of the biggest 
challenges we encounter with the advancement of technologies in the connected world. We 
need to identify the top security threats in cyber-physical systems and the solutions to avoid 
those. With proper security measures [17-22], we can enjoy the innovative technologies 
with any concerns. That’s the world, we all want to live happily and peacefully. 

  
2. Flowchart of the CPS Functionality 
  
In general, most of the CPS are structured for 4 main functions [23]. All of the 4 functions 
are shown in Figure 1. 
  

  
  

Figure 1: Flowchart of the CPS functionality 
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A. Monitoring 
  
To monitor the environment and physical process of any system is a fundamental function 
of CPS. It is necessary to be vigilant to make sure the system is operating as expected. 

  
B. Networking 
  
There are a lot of sensors connected to a CPS and it’s very important and crucial to connect 
all the sensors in a network to function properly. This phase deals with data acquisition, 
aggregation and diffusion. All the sensors generate data in real-time, various sensors could 
generate much data which is to be aggregated or diffused for analyzers to process further. 
In addition, different applications need to interact with networking communication. 

  
C. Computing 
  
In this phase, all the collected data from the sensors during the monitoring phase are 
analyzed with intelligence to check whether the physical process satisfies certain pre-
defined criteria. If the criteria are not being satisfied, the corrective actions are proposed to 
be executed in order to fix the issue. 

  
D. Actuation 
  
This phase executes the actions determined during the computing phase. Actuation can 
actuate various forms of actions such as correcting the cyber behavior of the CPS, changing 
the physical process and execution physical activities. 
  
3. Major Cyber-Physical System Security Threats 

  
A. Eavesdropping 

  
Eavesdropping refers to the attack that adversary can intercept any information 
communicated by the system [24]. It is a passive attack where the attacker does not interfere 
with the working of the system and simply observes its operation. CPS is particularly 
susceptible to eavesdropping through analysis such as intercepting the monitoring data 
transferred in sensor networks collected through monitoring phase. It violates user’s 
privacy such as a patient’s personal health status data transferred through the system. 
  
B. Compromised-Key Attack 

  
A key is a secret code which is necessary to interpret secure information. Once an attacker 
obtains a key, then the key is considered a compromised key [25].  It is used to gain access 
to a secured communication without the perception of sender or receiver. The attacker can 
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decrypt by the compromising key, then try to use the compromised key to compute 
additional keys, which could allow the attacker access to other secured communications or 
resources. Having control of the secured communication system, the attacker can 
manipulate and sensors and actuators. 
  
C. Man-in-the-Middle Attack 

  
In man-in-the-middle attack [26], false messages are sent to the operator and can take the 
form of a false positive or a false negative. This may cause the operator to take an action, 
such as flipping a breaker when it is not required, or it may cause the operator to think 
everything is fine and not take an action when an action is required. 
  
D. Denial-of-Service Attack 

  
Denial of Service (DoS) attack [27] is one of the network attacks that prevent legitimate 
traffics or requests for network resources from being processed or responded by the system. 
This attack usually transmits a huge amount of data to the network to make busy handling 
the data so that normal services cannot be provided. The denial-of-service attack prevents 
normal work or use of the system. After gaining access to the network of cyber-physical 
systems, the attacker can always do harm breaching the security of the cyber-physical 
system. 
  
  
4. Types of Attacks: 

  
According to the ISO/IEC 27001:2013 standard, threats may be deliberate, accidental or 
environmental. The examples of typical threats include physical damage, natural events, 
loss of essential services, radiation malfunctions, compromise of information (for example, 
eavesdropping, tampering with software, etc.), technical failures, unauthorized actions (for 
example, data corruption), compromise of functions (for example, forging and abuse of 
rights). Based on the results of the analysis of existing studies in security in Figure. 2, a 
“tree” of attacks and threats based on the functional model of CPS [28] is proposed. 
Branches of the “tree” include the following types of attack: 

  
a)     attacks on sensor devices (Sensing) 
  
b)    attacks on actuators (Actuation) 

  
c)     attacks on computing components (Computing) 

  
d)    attacks on communications (Communication) 

  
e) attacks on feedback (Feedback) 
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Figure 2: A tree diagram of attacks and threats on cyber-physical systems. 

  
5. Security Solutions 
  
A. SCADA Systems Security 
  
Supervisory Control and Data Acquisition (SCADA) systems are responsible for data 
acquisition and supervisory control [29]. A model that simulates attempts by a highly 
skilled attacker to execute a premeditated malevolent scheme and calculates the probability 
of the attacker’s mission success was proposed in [30]. 
  
B. Smart Grid Security 
  
In [31] a novel cyber-physic fusion approach by developing an abnormal traffic-indexed 
state estimation (ATSE) method for attack detection in Smart Grid was described. ATSE 
was applied to detect the attacks, including IDS (Snort) and bad data detection algorithm 
(Chi-square Test). The basic idea of ATSE is that the discrete event is quantified as the 
index of a physical system model. It demonstrates a low-cost and easy-implement solution 
to integrate heterogeneous data in Smart Grids. ATSE could be extended to detect other 
attacks in various CPS. 
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C. Communication Security 
  
Genge et al. [32] have described the problem of how network parameters, such as packet 
loss, communication delay, timing management logic, and network traffic can affect the 
consequences of attacks. The main contribution of the authors is that the most important 
parameters that could affect the stability of physical processes were identified. The authors 
noted that communication parameters (for example, communication delay) have a limited 
impact on the result of the attacks and the scheduling parameters of the tasks can affect the 
stability of physical processes. 
  
D. Control Security 

  
It can be divided into actuation security and feedback security. Actuation security aims to 
ensure that actuation can take place under the appropriate authorization. Dynamic 
specification of the authorizations will be designed as CPS’s requirements change over 
time. Feedback security refers to ensuring that the control systems in a CPS which provide 
the necessary feedback for effecting actuation are protected. The state-of-art security 
solutions mainly focus on data security only, but their effects on estimation and control 
algorithms have to be studied for providing in-depth defense against various attacks on 
CPS. 
  
E. Sensing Security 
  
The security configuration, if depending on the context; we have to ensure that context 
information is trustworthy. Here we propose that in the lifecycle of the security-relevant 
context from context discovery, context acquisition to context convey, we adopt Trusted 
Platform Module to achieve the goal of secure sensing 
  
F. Countermeasures Against Cyber-attacks 

  
Due to the increasing use of IoT and Internet of Autonomous Vehicles in the near future 
VANETs (Vehicular ad hoc networks) develop continuously and attract increased 
attention. An attacker could compromise some vehicles and turn them into zombie 
vehicles, awaiting orders from a command and control server. In [33] the approaches for 
intrusion/misbehavior detection were provided. Proactive and reactive solutions that could 
be employed as countermeasures to attacks were also discussed. 

  
6. Conclusion 
  
Here, we discussed the major cyber-physical security threats and probable security 
measure. To protect a CPS from any security threats, we need to make sure we considered 
all possible threats and security vulnerabilities. With the advancement of new technology 
like the Internet of Things (IoT), new threats might make our CPS more vulnerable. Having 
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the right security measures and continuous research to defend new threats can protect the 
CPS from evil hands. We hope that this survey will motivate further research to protect 
humanity from evils. 
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